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“Privacy in the eye 
of the beholder” 
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Would you 
share this with 
your boss? 

Now you 
can choose 
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User Privacy  
Preferences  
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 FTC 
 Section 5 Enforcement 
 Mobile & Apps  
 Children Online Privacy Protection Act  
 Investigating Data Brokers  

 
 
 

 



White House “Consumer Privacy Bill of Rights” 

– Announced February 2012 

– Lays out proposed framework for comprehensive data 
privacy protection in the U.S. 

– Takes two-pronged approach:  

• A set of baseline privacy principles—“bill of rights” 

• A set of codes of conduct backed by enforcement  

 



 Multistakeholder Process 
 Department of Commerce/NTIA  

Developing codes of conduct for mobile apps 
Short form notice  

 Department of Energy 
 Third party codes of conduct for energy data 

 More to come! 



 Congress 
 States 
 National Association of Attorneys General  
 CA Attorney General  
 Focus on mobile and apps  

 Smart Grid  
 



  Proposed European Data Protection Regulation 
 On January 25, 2012, the European Commission released  

its proposal to replace the 1995 EU Data Protection Directive 

 Proposal represents a sea change; rule changes impact almost 
every area of data processing and violations could lead to fines up 
to 2% of global sales 

 Changes are likely, and the final version is not anticipated  
to be adopted before the summer of 2014 

  Key issues include: 

▪ Scope of Application 

▪ Consent 

▪ Right to be Forgotten 

 Transfer Restrictions 

 Service Provider Liability 

 Breach Notification 



elf-Regulatory Efforts   
 

 Platforms Terms of Service 
 
 Trade Group Self-regulatory efforts  
 DAA 
 NAI 
 MMA and GSMA 



Did you 
notice this 
icon? 



Strategies for Striking the Right Balance 
• From “Kodakers” to cookies: New technologies bring new fears 

• But it’s not personal! 

• No Harm, No Foul is no longer the best defense 

• Don’t be Creepy 

• Dignity and Privacy as a Human Right 

• What They Know 

• Sunlight is the best disinfectant: The transparency cure 

• Privacy by Design 

 
 



• Balancing privacy with value is critical  
to maintaining consumer trust  

• Put privacy at the core of innovation agenda 

• Anticipate potential user concerns and proactively address 
them with transparency and control 

• Privacy norms and user expectations of privacy are changing 

• Privacy communication can make or break your relationship 
with clients 

 



• www.futureofprivacy.org 
• Facebook.com/futureofprivacy 
• @julespolonetsky 

Jules Polonetsky, Executive Director 
and Co-Chair 
JulesPol@futureofprivacy.org 
 
 

Visit our site: http://www.futureofprivacy.org 
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